OcHOBHble cnocobbl
coBepweHUA KubepnpecrynneHumn



CTATUCTUHECKUE OAHHDBIE O KUBEPTNPECTYNMHOCTU

1
WJ 3a 2023 - 2,6 MAH. py6neil NMoprtper XXEPTBbI
& 3a 2024 - 6onee 1,4 MaH. pybnei
KubepnpecrynHuka

XeHWwmuHbl (60%)
ot 31 po 45 net (33,2%)

A TpysoycTpoeHbi

C BbiCWKUM obpa3oBaHuem (40%)

ExxeHeienbHO 0K0/10 380 npecTynaeHni

TpeTba YacTb pernctpupyetcs B MUHCKe

CambimM BO3pacTHbIM NoTepnesLlwnm rno 86 feT,
OHU YCTaHOBUAU NPUNOHKEHUE

Kon-Bo npecTynaeHMii B cTpaHe

Cnocobbl coseplieHuUsA
20000 18321 MoweHHn4ecTea 60%
16446
15000 i XULeHMA umyllectea, nytem mogudurauum komn. He. 30%
10539 o

10000 He3akoHHbIK 060pOT cpeacTe nnatexad,1%
5000 300 gaa0 2471309 HecaHKLMOHMPOBaHHbIN A0CTYN, YHUUTOXEHMe,

. mom om0 [ 6nhoKkuposaHue, MogupUKaLma U uHble 3,9%

2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

Bbimoratenbcrea 3,3%
3aBegomo noxHoe coobueHne ob onacHoctu 1,6%



VIHTEpPHET-MOLLUEHHNYECTBA U XULLLEHUSI C UCMNOSTb30BaHUEM CETU
NHTepHeT cocTaensatT 6onee 90% ot Bcex kubepnpecTynsieHnin

Peknama B MecceHOXepax,
cooOLleHUe B coLceTAX

Bnagensubl camMu nepeBogaT
OeHbr1 3a HecyLlWecTBYOWWA ToBap,
foeepaa pekname B MHTepHeTe,
Wnu nocne coodbweHua (TeKCTOBOro
WNK ronocoBoro) ¢ npocbboi
pPOACTBEHHWKA WNKW 3HAKOMOro W3
couuanbHoOW CeTW..

OocTyn K aKKayHTy

[locne 3aenageHns OLHUM
aKKayHTOM MOLLUEHHWKW C Hero
paccbinakT gpYyriM KOHTaKTam

c¢herMKOBbIE ronocoBLIE UMK

TeKcToBble coobuleHns ¢
npocb®or nepeBecTu OeHbLMU.

NEPE-
BOA

3BO-
HOK

OEHbI'U

OAH-

PKRA- HbIE

YHT

3BOHOK B MecceHaXepe

MolweHHWKK NpeacTaBnanTCcA
COTPYAHWKaMK
NpaBoOXpaHUTENbHLIX OPraHoB.,
©aHKOBCKUX opraHusauui,
paboTHMKaaMu onepaToOpoB CBA3M,
POACTBEHHUKAMM.

Y6exnawT ycTaHOBUTDb
nporpammHoe obecneyeHue,
Nony4YuTb KpeguT, nepesecTn OeHbru
Ha «3alUULIeHHBIR CYeT».

NMony4yeHue nepcoHanbHbIX
AdHHBIX

PNWWHI nopgoenbHble caiThl
©aHKoB, KpUNTODUPK UNK
MOBUNbHBIE NPUNOXKEHU]
onepaTopoe CBA3MW.

[lonyyne nNu4YHble OaHHbIE WNK
OEHbrM, NOXWULWAT WX.



CyTb cxembl s~ Jh
O T

MMJIMLIMS () T
MoLUEeHHUKK npeacTaBinaATCA COTPyOAHUKaMK Ly " ' YA ANEA SV CRERTICE Y

NPaBoOOXpPaHUTENBHLIX OpraHoB, paboTHUKaMU
OaHKa, oneparopoB CBA3WU UKW rOCOPraHOB.

MCI'IOJ'II::S}’}OT NCUXONorM4eCKne yroBku, UrpakoT Ha
YyBCTBax, CHa4ara yrpoxarwT UIn COOﬁLLI,aiOT 0
npobneme, NOTOM NpegnarakT NOMOLLLb B ee
PELUEHUN.

YOexgakT ycTaHOBUTb NMporpamMmMHoe 7 . )
obecnevyeHue U nepenaTtb Kog peructpauuu, unm To _'._?;.:-'.LT M“Ef‘i:“““&"i‘fi:‘“‘“‘“
NoNMy4YnTb KPeguT U NnepesecTy AeHbru Ha - e i > -

“3aLUMLLEHHbIN" CYET.

v




3abnocupoEats LobasviTe
e rom i

, noGpeiA AeHb.

I Kax obcronT pawm nena?

Xopowo

Bl NO kawomy sonpocy?

| C sami CBA3anca?

HeT. A He 3HaI0,KT0 3TO

Celivac NPOXOAMT NPOBEPKa HalweR
OPraHM3auMn, KT0-T0 M3 COTRYAHUKDE
NOA03IPEBEARTCA B CNOHCHPOBAHWA
TEPPOPHIMS, KAKWE-TO NEPEBONLI, CaM
TOMKOM HHYEMD HE NOHAN, C BaMi Byner
CBA3LIBATLCA
310 COTPYOAHWEK

. Gyper
3aNa8aTh BONPOCHI Ha KOTODbM HYyKHD
OTEETHTh.

Oeno cepo@aHoe, NPHEIKANA NIGAM 13
KOMWTETA, NPocbha HUKDMY W3
COTPYOHMKOR HE CO0BWATE SaHHYO
HHGODMELIMIG, KOMY HYXHO CODBWMTE
CAENA 3TO NHYHO. Korna oH € BaMu
CEAWETCA - cOoBWMTe MHe, XopowWwo?

No6pbii

Notipeid geqs, MpuHa BnagumupoaHa.

FAT BAWA gar

1437 o

Broe HopmMansso, YTo-To cryaunoce?

0, Boral Kakne nepesolol? Xopowd..
14:48 &

LU MTE MHE

MpHBeT 55-

ECTe ap90

3avuem Tebe? apan o

OMMCCHHY BEQHY
Ha kormuccHio nodmr agaq e

Hanwwm KaKk NpuayT sns




Y106bI HE CTATb }KEPTBOW
KnbepnpectynHMKa,

KdK MOXKHO PdHbLUE
3AKOHYUTE PA3IOBOP
CHEU3IBECTHbIM TNMUOM

Kem Obl OH He npeacraBu/iCA.




MoLLeHHWKK cos3galoT nogaenbHble
CalTbl KpUNTOOUPK UNK
UHBECTULMOHHBIX NIaTqopM.
PasmeLlatoT peknamy B MIHTepHeTe.
[ToAbICKMBAKOT 3aMHTEPECOBaHHbIX B
NaccuMBHOM [oXxode niodei, roToBbIX
BNOXWUTb peankbHble AeHbIMM B PENKOBYHO
BupKy, AKOObI Noa «pyKOBOACTBOM
KypaTopa».

Ha gene okasblBaeTcd, YTo 3apaboTok,
BUOUMbBIA Ha 3KpaHe, BCero nullb
HapWCOBaHHLIN.

OTKAMK Ha pexknamy v 3anoaHeHue
dopmbl 06 paTHOM CBA3M.

3BOHOK OT KypaTtopa (Tpenaepa)

C NPenNOXKEHUEM BNOXKUTb
AeHbrM B uHBectTuumu. MHoraa
MOXeT bbITb N0 MOBUNBHOM CBA3U.

[Mpu NnonbITKE BbIBOAA AEHEr ¢ BUpKu
HeobxoAMMO ONNaTUTL B3HOCHI,
HaNorn, KOMMUCCUIO, NOLNUHY

1 NPOYKE NNaATEeXMWU.

INerkux peHer HE BbIBAET.
Peknama nHBeCcTULINIKA paboTaeT
no NpUHUKUNY doUHAHCOBOW NUpaMUabI.




NMPUMEPDBI NOAAENBbHbBIX NNATGOPM

NouemMy 3To BbIrOAHO YTO HYKHO ClenaTh, 4Tobbl HauaTs
ANA o6BIMHBIX rpaXnaH sapabatbiBaTh c Fasnpom MHBecT yxe
cenyac?

BaB TR N M IEH

© UM pRCEL FapErRCTRRGCRITRGE M Aisown CONTE § SooWE Buus T

A Aateis it o1 mhetyfnf el courio s Vet § nogrseaaT.
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CyTb CXEMb

MOLUEHHUMKN CO34ak0T akKayHTbl B COLICETAX U Ha
TOProBbIX Nnowaakax.

< by. konfiskat

3z 20,5 TeiC, 0
MyGnseawsn Nognecadgs  Mogneces

PasmellaroT ¢hoTo ToBapa no 3aHuMKeHHOW CTOUMMOCTH.

1 nog pa3n4yHbiMU Npegnoramun }’6E}K,D,EFOT nepeBecTu
AEHEXHbIE CpeacTBa B Kav4eCTBE NONMHOW UNK YacTUYHON
npegonnarbl.

(53 ETC T T S Bl Oocraska Buasootss . MecTs
HPOBprTE cywecTBOBaHMe MmarasnHa, no3BOHUB NO
G6enopyccKkoMy HoMepy,

OLUEeHUTE OAaTy CO3AdHUA dKKAYyHTa U
HacTOpPOXUTeCb OOMNbLUMM KONMUYECTBOM
noANUCHYUKORB 3a KOPOTKOE BPEMA.




OULIKHT.

Cnocob, Koraa MOLEHHUKN TOYHO KONUPYIOT
HaCTOALLMW U CO3Aa0T PULLNHIOBbLIN CaWT.

Yaule Bcero 3aBnaaeBatoT NepCoHaNbHbIMU AAHHBIMU,
NCNoNb3yAa NoagaenbHble CTpaHMUbl 6aHKOB, TeaTpos,
KaNbAHHbIX.

[pn BXOAE B 3epKa/ibHbIA MHTEPHET-6aHKUHT UAK NpwU
NOKynkKe «bunetoB» Ha PULLMHIOBOM CaMnTe
nosb3oBaTeNb BBOAUT CBOU /IMYHbIE AaHHbIE, B TOM
ymucne kKo n3 CMC.

ITUMU AdHHbIMWA 3aBNnaAeBdloT MOWEeHHUKHA
M coBeplaloT XneHne deHeXXHblX CpeCTB.

UHTepHeT-agpeca
benopycckmx opraHmn3saumim
PAcnonaratoTca B
HaUMOHAa/IbHOM CErMeHTe
NHTepHeTa —

NOMEHHOMN 30He «BY».

BCEFOA NPOBEPAWUTE
AIPEC CTPAHMLLbI,
rOE BBOAUTE
NIUYHDIE OAHHDIE.



e El Cucrema «MnTepHeT-Bankunr: X Cucrema «VHTepHeT-6aHknHr |

O B hipsash2d-ibankcom >O 8 httpS:,'"f‘ESbZ‘i'ibank.cam

WHTEPHE T-BAHKMHI v ars
. S https://asb24-ibank.com
%O[l o BXO cTpyn e
3;_'[1 ilul; Hupq:; ;!El:_‘-“ nl::::u#::::rnm PEMCTRALMA ]a;:?::::m

Mapor ®

iAPTH KOO0E
aoasd CMC-wog
5 W RERER

Axyn!

B Bonewnd Tearp co
CRMLEDA No Kapre Visa >

r %
o Visa Extra
C maprouxnd Visa
< il BenapychiaHia mosmn
(W nomyauts 10 pyf. sa
TROKYTHN B D0
MErAHAX

i UHTepHeT-agpec
| ochmumanbHon
Yeasaembie knneHTsl, GygeTe GouTensHe! cTPaH““bI
Bxop B cucremy sHuTepHeT-SankuHrs ocywecTanniTe o -
ofMUMANEHOro CAATa GaHKa, He NePEXoOHTE NO NOQO3 PHTENEHEIM https :’[I ha “k-asb = by’

Ckad M

Benapycharea

» —



NoJNib3YUCH BE3ONACHO

https:// 6aHk
https:// nocraBka

MonbayiTecb MOBMNLHBIMK NPUNOXKEHHAMM DaHKa

Mepexoaute B MHTEPHET-BAHKMHI TONBKO € 0ULMANBHOIO CaiTa
baHKka

MposepaiiTe anpec MHTepHeT-6aHKUHIA B aAPECHON CTPOKE, MeXay
nocneaHen TOYKOM M NepBOM HAKNOHHOM YepTOM A0MKHO ObITh

TonbKo Tak .by/

AKTUBUPYHTE Ha KapTe, UCNONb3YEMOH ANA OHNAWH-NNATEXeH,
ycnyry 3-D Secure (noaTeepxaeHue nnartexei SMS-koaom)

He nepexoamuTe B MHTEPHET-BAHKMHT MO CCbLIKaM B NOMCKOBBIX
cucTemMax

g n o
“ 116 NPGTUEOAEHCTBMIO He ucnonb3yire SMS-koabl oT 6aHKa M Ko, € 06OPOTHOM CTOPOHBI
KMBEPMPECTYMHOCTM KapTbl 4NA NONYYEHUA OEeHEXHbIX CPEaCTB
YBO BUTEBCKOIro
OBNHCNONKOMA He nepexoguTe no ccbinkam M3 cooblueHMit Ana ocTyna K

MHTEPHeT-0aHKMHIY M MHBIM CEPBMCAM MK yCIyram




[eHeXHble nepeBoabl

MoLleHHUKU nog,
pasnuYHbIMK Npeanoramu
“BBITArMBAOT” U3 JKEPTB
OEeHbrU.

PelKoBble MarasuHbl
npeanarawT nepeeecTu
npegonnaTy 3a ToBap Ha
cuet unu BIK.

Koakl U3 coooLeHumn

UudgpoBbie Koabl U3
CMC B coBoKynHOCTH €
APYrMMKW JaHHBbIMK
npegocTaenAwT 4OCTYN
K cepBUcCaMu, B
HeKOTOPbIX CNy4asX,
Lal0T BO3MOXKHOCTb

ohOpMWTE OHMANH-

KpeauT.

JInYyHBIe AaHHbIe

OrpaHudeTe
pacnpocTpaHeHue
NUYHbIX faHHbIX
MolueHHWKK WCNonNb3yHoT
HEﬁpOCETH W co3gakT

auvn-cbeiiku (ronocoeblie

Unu BUOEON30DpaXKEHWS).

Obna4Hble naponu

K pasHbIM cepBUcam
pas3sHble naponu
CocTae napons

MeHeg:xepnaponei
Ob6na4yHble naponu
(AByxdhakTopHas
ayTeHTUdbUKayua) K
cepsucam.



- a5 WUnba
TpeHa pacnpoCcTpaHAETCA B MONOAEKHON Kubepcpeae. [Resiuuuuuc s ©

CyTb CXeMbl

OTBETCTBEHHOCTb

He Mano ;.

Ecnm ¢ 16 nnwn 18 10 HOpM

3aKkntoyaeTca B TOM, YTobbl co3aaTh
HebnaronpuATHY 06CTaHOBKY rocopraHam,

HapPYWUTb PEXUM UX PAabOTbl UM OTOMCTUTL e i
cBoemy 0buauuKy, co3aaB A8 Hero npobnemel S e

C nNpasoOXpaHUTENbHBbIMU OPraHaMMW.

>

OTtBeTcTBeHHOCTb Hactynaer ¢ 14 ner
U npegycmartpusaert BnAOTb A0 7 ner
nuweHuna caoboabl.

C 14

HanwcaHo 7 ner ato MakcumMym ;oo e

MUHKMMYM WTpad




Aponbl — n0au, npeaocraBnatowLine
cBoM DAHKOBCKME PEKBMU3UTLI ANA
TOro, 4tobbl Yepes ux
NPOMEKYTOUHbIE CHeTa NPOBOAUNUCH
NOXULLEHHbIE JeHbIN.

[nsa noucka AponoB MOLWEHHUKHK
pasmeLaroT pas/iMyHble
obbABNEHMA C BAKaHCUAMM.

OTBETCTBEHHOCTb 3@ NPOUCXOXK AEHUE
npoweawmx no 6aHKOBCKMM cHeTam
OEHEer HecyT Bnagenblbl TaKUX CHETOB.

CraTbei 222 YK
npeaycMOTPEeHO HakasaHue
BnaoTe Ao 10 ner

NnruweHua ceoboabl.

Hrope 3yes

Onnatum cpasy Ha pykw nocne
BbINONHEHMA pabotbl

3apnanata 8000 pyGnen

HyxHbl niogn ana pacnakoBku
TEXHWKW B HOBOM rmnepmapkete.
Mucatb & NIC no nosoay

pabotel MuwwuTe

cropa:@

Deleted Account

Lucpoean rpaMoTHOCTE

BruwT
EHETULMHC

CpoyYHO HYX¥HbBI NHOAKW HA
BaKaHCuio "TaWHbIA NokynaTens"
cTaeka 75K B mecay. Mucate
cloga: @

AwnaHa KypanHa

_““ Unposan rpaMoTHOCTb

HyxHbl Niogy ANA peknaMel.
Onnata ot 50 000 B mecaul.
MuwuTe croga:@

MHHWCTEPCTEO TPYAA M COUMA...
=== BHUMaHHE, MOLIEHHHYECKA. .

Wy MoweHHWYecKMe CXeMbl ¢ MG...

TxeDcVl cpr

Undposas rpamoTHOCTL
BUKTOpHUHA

Hy¥Hbl Kypbepbl B TBOEM

ropoge ¢ ctabunbHoW
onnatoi Tpyaa. MucaTte

cloga:@

NaNa Suliman Y& @500

MUHHCTEPCTRBO TPYAa W COLMA...
=== % BHUMaHWe, MOLIEHHUYECKa...

HyX#HbI yNHUYHBIE
dotorpadel, onnara 300-500
pyonei 3a goTo. NucaTtb

ciopa:@

—— a = =

Deleted Account i

-~ MﬂHMCTEpCTBD TPYAa U CouMa... i
| == { BHMMaHU1e, MOLLUEHHMYECKA... ~

~ CPOYHO HA NAPY HACOB
. 3t 3A 3 4ACA 5.000 TbICAY
| HA PYKW %t NNIATUM CPA3Y
MO OKOHYAHWIO CMEHBI '«
- NMuwwre! - @



PASPEWIEHO

[MoKynaTb TOKeHbl (KpMnTOBaAlOTY) 33
[IEHEXKHble cpeCcTBa TO/IbKO Ha
benopyccknx Kpuntobupikax, aBAAIOLWMXCA
pe3nageHTamu [apKa BbICOKMX TEXHO/IOTUNA.

ObmeHMBaTb TOKeHbl Ha APYIMe TOKEHDbI Ha

nobbix Kpuntonnatbopmax 6e3 orpaHUYEHUM.

SAMNPELUERO

[lokynaTbe MM NpogaBaTh TOKEHDI
(kpunTOBaNtOTY) 3a AEHEXKHbIE CPeacTBa
Ha MHOCTPaHHbIX KpUNTOobMpIKax

Ny GUINYECKUX NuLl.

[TopAAOK OCYLLECTB/IEHUS

CAENOK C KPUNTOBANOTOM onpefener

YKasom lNpe3sngeHta ot 17.09.2024 No36;

«0O6 obpaleHnn undbpoBbiX 3HAKOB (TOKEHOB)




Byabte 6auTENbHbI!
ITW 3HAHMA NOMOryT Bam
COXPaHUTb Balln AeHbru!

MaBHoOe ynpasreHue

No NPOTUBOLENCTBUIO KNOeprnpecTynHoCcTH
KPpUMUHANBHON MUNULIMK

MBL Pecnybonuku Benapyce.




